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JFed toolkit

= http://jfed.iminds.be, current release 5.3.0
= Speaks AM API, Federation (CH) APIs, SCS, ...

= Written in Java(FX)
= MIT license
= Test and monitor federation

= Experimenter tool jFed Ul
tester tester CLI

High level

library

JFed low level library

jFed jFed

automated automated



http://jfed.iminds.be/
http://jfed.iminds.be/

JFed probe: manual testing + APl learning
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getVersion &/ Custom Server URL
Command: listResources
provision ——
performOperationalAction "
status
describe
renew ‘
delete W
shutdown required | rspecType [ 7]
oca geni
¥ ProtoGeni Extensions
listlmages required | rspecVersion | ©
deletelmage 3
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XmiRpc Reply

{
"output™: ™,
“code™ |
"protogeni_error_url: “hitpsyfwww.instageniillinois.edu/spewdogfile.php3?logfile=3f27 4969 e d99e0f G4 16fa5079 ccb2el”,
“protogeni_error_log™: “urn:publicid 10N+ instageni.illinois.edu+ log+ 327 d969ed89e0f0416fa5079cchi2e”,
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“geni_code™ 0,
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Experimenter GUI

=, jFed Experimenter Toolkit
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Cool new features

* Linked in the GENI portal

= We now talk AMv3 to instageni/protogent

= GENI CH: fetch users, keys, register slivers,recover
= XEN options, boot scripts, exogeni VM types,

h d I 7| Properties of noded o] @ [
sharea vian Xen Options | Routable Control IP | Boot scripts
Optional Xen VM requirements:
I.| Number of CPU Cores:

|| Mermory (ME]:

| Disk Capacity (GE):

= Disk images, reboot,
Reload, boot console —
= Bind unbound RSpecs gy, &

§ & Create Image

@ Reboot

» iMiﬂdS 23/10/2014 O Reload 05 .
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Cool new features

» Detailed exp. dates and renew

Renew Experiment

Enter the new experiment duration: @

Please select the authorities where the experiment run expiration time should be renewed:

Slice name Expiration Duration left
[ |InstaGEMI Utah DDC 2014-10-04 07:54:53 |13 hours and 36 minutes
o |iMinds Virtual Wall 1 2014-10-04 07:54:53 |13 hours and 36 minutes
|/ |Utah Emulab 2014-10-04 07:54:53 | 13 hours, 35 minutes and 59 sec...
o |ion.internet2.edu
o |iMinds Virtual Wall 2 2014-10-04 07:54:53 | 13 hours, 35 minutes and 59 sec...

Mew duration: @ w | days, 2l hours, 26l minutes

Your slice currently expires at 2014-10-04 07:54. When necessary, it will automatically be
renewed to match the latest authority expiration time.

o g,
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Preferences

PuTTY
55H Authentication

Proxy

User Details
Testbed Settings

Geni Development 5C5
iMinds SC5




Raw Rspec editing: “support everything”

M Experiment Editor | Experirnent Controller

]
= Qe G
opy Paste Duplicate ZoomIn FoormnOut Reset Zoom Format Code (@ Search & Replace Graphical Editor | Raw Rspec
Edit Zoom Code Views
[W 1 «<?xml version="1.0" encoding="UTF-8"I»<rspec xmlns="http://www.geni.net/resources/rapsc/3"
xmlns:jFed="http://jfed.iminds.be/rapec/ext,/jfed/1"
. ¥mlns:jFedBonfire="http://jfed.iminds.be/rapec/ext/jfed-bonfire/1"
.| .‘ xmlns:xzi="htop://www.w3.org/2001l/¥ML3chema—instance™ generated="2014-03-19T11:56:25.372+01:00"
- - generated byv="Experimental jFed Rspec Editor" type="regquest"
i B ®x3i:schemalocation="http:/ www.geni.net/resources/ rspec/3
GenericNode  Physical Mode http://www.geni.net/rescurces/repec/3/request. xad">
2 <node client id="illinois"
component manager id="urn:publicid:IDHN+instageni.illinois.edu+authority+em™ exclusive="false">
3 <sliver type name="emulab-xen"/>
9 <jFed:location x="79.0" v="11&.0"/>
5 <jFed:nodelescriptionr»xen—vm</ jFed:nodeDescription>
— — & </node>
OpenVZ VM AEM VM 7 <node client id="serwver" component manager id="urn:publicid:IDN+emulab.net+authority+om”
exclusive="trus"> - -
B <gliver tvpe name="raw-pc"/>
9 <jFed:location x="103.0" v="8.0"/>
10 <jFed:nodelescriptions»physical-node</jFed:nodeDescriptions
! 11 <interface client id="nodel:if0"/>
.7 12 </node> -
Virtual Machine aliz) <node client jd="client™ component manager id="urn:publicid:IDN+emulab.net+authority+cm”
exclusive="trus"> - -
14 <gliver tyvpe name="raw-pc"/>
155 <jFed:location x="413.0" v="10.0"/>
1& <jFed:nodelescription»>physical-node</jFed:nodeDescriptions
17 <interface client id="nodeZ:ifl"/>
8 </ node> -
19 <link client jid="1ink3">
el <COmponent manager name="urn:publicid:IDN+emulab.netc+authority+om™/ >
21 <link type name="lan"/>
22 <interface ref client id="nodel:if0"/>
23 <interface ref client id="nodeZ:if0"/>
(¢ Untitled X

Click and drag the circle to a target node to create a new link.




Debug by looking into API calls

|

Task details

Mame:  Create Sliver @ urn:publicidIDN+ instageni.illinoizs.edu+ authority+ cm

State: SUCCESS

@1 Get User Credential
@2 List Sub Authorities

B3 CrestesSlice Start Time: | Wed Mar 10 11:51:00 CET 2014
Stop Time: | Wed Mar19 11:52:03 CET 2014
@5 Get Slice Credential urm:publicid:ID N+ ch.geni.netfeddfiretestd + slig Duration: 1 minute, 3 seconds and 18 milliseconds
@6 Get User 55H Keys This task depends on: Tasks depending on this task:
@5 Get Slice Credential bl
@7 Create Sliver @ urn:publicid:IDN lab.net hority+cm e B

@6 Get User SSHKeys
i

@& Get Slice Credential urn:publicickID N+ ch.geni.net:fed4fi 3+ li
@9 Status of Sliver @ urn:publicidIDN+instageni.illinois.ed horil
10 Status of Sliver @ urn:publicidIDN+emulab.net+ authority+ cm
@11 Status of Sliver @ urn:publicidDN+instageni.illinois.ed F

Task calls

£ Geni Aggregate Manager APIv2-CreateSiver -/ < » » ETFD
Autherity: | InstaGENI Illinois
Server URL: | https://boss.instageniillinois.edu12369/protogeni/xmirpc/am/2.0
Call start time: | Wed Mar 19 11:51:00 CET 2014 Call stop time: | Wed Mar 19 11:51:15 CET 2014

(1 minute and 27 seconds ago) (1 minute and 13 seconds ago = 14 seconds and 591 milli...
GeniResponseCode=0 = Success

Processed Geni Reply Value w
Result:

<rspec xmins="http://www.geninet/resources/rspec/3” xmins;jFed="http://jfed.iminds.be/rspec/ext/jfed/1" xmins:jFedBonfire= "hitp://jfed.imind s.be.-’rspeden‘
<node xmins;jFed="http://jfed.iminds.be/rspec/ext/jfed/1" client_id="illinois" component_manager_id="urn:publicidIDN+instageni.llincis.edu+authority+c
<sliver_type name="emulab-xen"/>
<jFed:location x="79.0" y="116.0"/>
<jFed:nodeDescription>xen-vm</jFed:nodeDescription:
<rsivnode xminsirs="http://www.protogeninet/resources/rspec/ext/emulab/1"” name="pcvm3-40"/> < host name="illincis.gec3.ch-geni-net.instageni.llinois
<node client_id="server" component_manager_id="urm:publicid:IDN+emulab.net+ authority+ cm" exclusive="true">
<sliver_type name="raw-pc"/>
<jFed:location x="103.0" y="8.0"/>
<jFed:nodeDescription= physical-node< /jFedinodeDescription>
<interface client_id="nodel:f0"/>
</node>
<node client_id="client" component_manager_id="urn:publicid:IDN+emulab.net+ authority+ cm” exclusive="true">
<sliver_type name="raw-pc"/>
<jFed:location x="413.0" y="100"/>
<jFed:nodeDescription= physical-node< /jFedinodeDescription>
<interface client_id="nodeZ:f0"/>

. </node> ).F
[« ]

Save all details:




Bug report viewer (new)

https://flsmonitor.feddfire.eu/fedexperimenter/reports/bugreport-201410222034 xml

Save all details: Request size (byte): 15645  Reply size(byte): 1077

XmiRpc Reply
XmlRpc HashTable Received:

{
"output™ "lan0: No stitching path to hostl",
"code™ {
“protogeni_error_url™: "httpsy/fwww.genikettering.edu/spewlogfile.php3flogfile=14 dd acB90be667926b015376 85 ef3dc”,
“protogeni_error_log”™: "urn:publiadIDMN+ genikettering.edu+log+14 ddacB90beb67926 015376 b85ef3dc",
"arn_type": "protogeni’,
"geni_code" 2,
"arm_code™ 2
b
"value™ 0

1




WWww.exogeni.net/status

® iMinds

ExoGENI

Status

Important notic es are sent via Twitter (see sidebar or subscribe to our feed).

Check Rack Status (via jFed)

Mote that tests run periodically (once every few hours), 50 may not reflect the most recent
state of the rack.

« Get'Version status tells if the rack controller is operational

« Free Resources tells if the rack is available, or busy/undsr maintenance.

= The URLs of rack controllers (for using GEMI tools and Flukes) can be found in the
wiki.

Exogeni rack Fing latency Free
name (ms) Resources
Orca BEN SM
Orca Duks 5M
Orca ExosM
Orca FIU SM
Orca MNICTA SM
Orca DSF 5M
Orca RCISM
Orca 5L SM
Orca TAMLU 5M
Orca UCD 5M
Orca UFL SM
Orca UH 5M
Orca UMass SM
Orca v ML SM
Orca WSU 5M
Orca WYN 5M

11
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ldea

= Slivers and sliver expiration dates are cleaner in
e.g. describe, status

geni_rspec: <geni.rspec, RSpec manifest>,
geni_s1i :
[
{
geni_sliver urn: <string:
geni_allocation status: <string:,
geni_operational status: <string>,
geni_expires <dateTime.rfc3329 when the sliver expires from
geni_error: <optional string. The field may be omitted enti
¥

= QOur login tests with AMv3 on Virtual Wall were ok

™ iMinds 23/10/2014 13



And then...

= For XEN VMs, describe/status/provision return
geni_ready too early (raw-pc is okay)

* |Fed solution:
force_amv2_describe (listresources)

force_amv?2_status
Ignore_provision_operational _status

™ iMinds 23/10/2014
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ABAC credential

= CH returns SFA and abac credential
= AMv3 supports sending multiple credentials (?)

= Error: "Credential owner does not match
speaksfor target”

* |Fed solution:
remove_abac_credential

™ iMinds 23/10/2014
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Surprise: stricter RSpec parsing

= Some request RSpecs that are accepted by the
AMv2 implementation are not accepted by the
AMv3 implementation

= RSPEC request does not validate error.

_______________________________________________________________________

 €5liver_type name="emulab-openvz">
<disk_image url="https://wew.lan.sdn.uky.edu/image met:
E{fsliver_typE}

_______________________________________________________________________

in this schema http://www.geni.net/resources/rspec/3/request-commaon.xsd
= XSD: indeed this part
' — <xs:complexTyvpe name="DiskImageContents">
=xs:group ref="rspec:AnvExtension"/>
=xs:attributeGroup ref="rspec:AnyExtension"/>

=xs:attribute name="name" use="required” /=
<xs:attribute name="url"/=

<xs:attribute name="o0s"/>

<xs:attribute name="version"/=

» iMinds 23/10/2014 =xs:attribute name="description"/=
</xs:complexType>



TCP connections (AMv2 and AMv3)

= Now and then: "Could not verify user certificate
chain”

* jFed solution: retry the call in a new TCP
connection

™ iMinds 23/10/2014
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Very recent (like during demo night © )

AMv3 provision is okay, AMv3 allocate gives:
Output: No allocated slivers exist

openssl x509 failed to parse certificate

Could not get target certificate from
string

AMv2 1is okay

™ iMinds 23/10/2014
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How we work around

= https://flsmonitor.fed4fire.eu/testbeds.xml
describes testbeds and types

<type >
<special>force amv2 describe</special>
<special>force amv2 status</special>
<special>ignore provision operaticnal status</special>
<special>remove_abaq_credential</special>

</type>
<!-— for exogeni, always use the top level authority. References: FEDIBBTDEV
<type >
<special>prefer toplevel over subauthority</special>
</type>
<authority >

<urn>urn:publicid:IDN+walll.ilabt.iminds.be+authority+em</urn>
<hrn>iMinds Virtual Wall 1</hrn>
<urls>
I <serverurl>
<servertype >
<url>https://www.walll.ilabt.iminds.be/protogeni/xmlrpc/sa</url>
</serverurl>
<serverurl>
<servertype >
<url>https://www.walll.ilabt.iminds.be:12369/protogeni/xmlrpc/am/3. 01
</serverurl>
<serverurl>



https://flsmonitor.fed4fire.eu/testbeds.xml
https://flsmonitor.fed4fire.eu/testbeds.xml

Links

= http://[fed.iminds.be
= http://monitor.ilabt.iminds.be
= https://flsmonitor.fed4fire.eu/testbeds.xml

= http://www.exogeni.net/status
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