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SDN-‐Supported	  Collabora:ve	  Approach	  for	  
DDoS	  Flooding	  Detec:on	  and	  Containment	  

Technical	  Approach	  
v Distributed	  Monitors	  quickly	  raise	  alerts	  to	  traffic	  

irregulari8es;	  
v SDN	  Controllers	  ac8vate	  aKack	  Correlators	  to	  

inspect	  selected	  packets	  on	  demand;	  
v  If	  aKacked	  confirmed,	  OpenFlow	  APIs	  are	  used	  to	  

drop/redirect	  aKack	  traffic;	  
v This	  collabora8ve	  scheme	  is	  implemented	  on	  GENI.	  

Challenges	  
v Intrusion	  Detec8on	  Systems	  (IDSs)	  cannot	  

inspect	  every	  packet;	  
v Different	  network	  loca8ons	  have	  

complementary	  views	  of	  a	  DDoS	  aKack;	  
v Demand	  of	  rapid	  detec8on	  and	  forensic	  

accuracy	  is	  never	  ending.	  	  

Key	  Observa:ons	  
v Discrete	  aKack	  signature	  cons8tuents	  desire	  

differen8al	  treatments;	  
v SDN	  controllers	  posses	  cri8cal	  informa8on	  

but	  could	  be	  performance	  boKlenecks;	  
v  IDS	  elements	  can	  communicate	  in	  informed	  

and	  targeted	  packet	  inspec8on.	  

Results	  
v Number	  of	  regular	  nodes	  
v Number	  of	  aKacker	  nodes	  
v Topology	  of	  aKackers,	  vic8m,	  and	  regular	  users	  

Communica:on	  

Conclusion	  and	  Future	  Work	  
v  Solu8ons	  realize	  the	  full	  capabili8es	  of	  SDN;	  
v  Our	  approach	  is	  applicable	  to	  a	  large-‐scale	  network	  for	  

DDoS	  flooding	  detec8on	  and	  containment;	  
v  Future	  work	  includes:	  

§  Comprehensive	  experimenta8on;	  
§  Extension	  to	  other	  security	  applica8ons,	  e.g.,	  APT	  

and	  covert	  channel	  detec8on/mi8ga8on.	  
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