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Marianne Chitwood – Director GlobalNOC Service Desk
Brandon Beale – Manager GlobalNOC Service Desk
Luke Fowler – Director Advanced Software Development
Mitch McCracken and Dan Doyle – GMOC Software Developers
Jon Paul Heron – Director GlobalNOC Network Engineering  
Eldar Urumbaev – Specialized Service Technician  - SST                   



GMOC UPDATES SINCE GEC16 
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ü  GMOC Development Project Updates 
ü  GMOC Measurement API PII Privacy Policy 
ü  Emergency Stop Overview 
ü  Post-event review for Outages/Disruptive Experiments 
ü  GENI Aggregates Turn-up Process 
ü  LLR Overview 



GMOC DEVELOPMENT PROJECT UPDATES 

ü UI improvements for LLR 
-  Search by IP, MAC Address 
-  Need to be able to lookup Project Owner data from CH/Sas 
-  Make sure all Campuses are sending IP data to GMOC 
ü Privacy issues addressed in the Protected WebUI on GMOC-

DB 
ü A couple of storyboards: 
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GMOC-DB PII Privacy Changes

Contact GMOC
Web: http://gmoc.grnoc.iu.edu
Email: gmoc@grnoc.iu.edu
Phone: 317-274-7783



GMOC-DB PII – EXPERIMENTER (NO CONTACT) 
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GMOC-DB PII – OPERATOR (SEE CONTACTS) 
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GMOC-DB – PII PRIVACY (OPERATORS) 
1. GMOC-DB relational data contains Personally Identifiable Information (PII) 
about GENI experimenters (including contact information, name, and username/
URN). 
2. GMOC-DB measurement data currently does not contain any PII as it’sc 
urrently defined - it's only tagged with resource names, aggregate names, and 
sliver names, all of which are public.  The gmoc.py API doesn't include any 
measurements which are tagged by contact. 
3. Personally Identifiable Information should not be shared with non-operators or 
the general public. 
4. Operators who use and/or download experimenter information from gmoc.py 
should not redistribute the information, and should be careful that any automated 
tools which repackage downloaded GMOC data (e.g. local monitoring or 
reporting interfaces) exclude experimenter PI information before reporting or 
posting on public Web pages. 
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GENI EMERGENCY STOP PROCESS 
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http://gmoc.grnoc.iu.edu/gmoc/documents.html 



EMERGENCY STOP (CAMPUS PERSPECTIVE) 
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http://gmoc.grnoc.iu.edu/gmoc/documents.html 

-  Tests with Regionals?
-  Campus isolation
-  Science DMZ?
-  ES based on LLR tests?



GENI AGGREGATES TURN-UP VIA GMOC 
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GENI Aggregate Turn-up Process



GENI REGIONALS IN GMOC MONITORING 
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Ø  CENIC (COTN – California OpenFlow Testbed Network)
Ø  UEN (Utah Education Network)
Ø  SOX (Southern Crossroads)
Ø  MOXI-CIC and MOXI-Indiana GigaPoP
Ø  GpENI – Great Plains Environment for Network Innovation *
Ø  NYSERNet (New York) *


* New since last GEC



GENI RACKS COMPLETED GMOC TURN-UP 
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InstaGENI
ü BBN – GPO Lab Rack
ü Utah
ü Kentucky 
ü Northwestern 
ü Georgia Tech *
ü Clemson *
ü Kettering *
ü Princeton *
ü Kansas *



* New since last GEC





ExoGENI
ü BBN – GPO Lab Rack
ü RENCI
ü FIU-SCIS - Florida International 
University School of Computer and 
Information Sciences *
ü UH - University of Houston *





GENI LLR REQUESTS PROCESS 
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GENI LLR Procedure Workflow



SEARCH GENI RESOURCES BY IP/MAC ADDRESS 
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OPS CALENDARS (WEB, ICAL, RSS) 

http://gmoc.grnoc.iu.edu/gmoc/index/support/gmoc-operations-
calendars.html



FUTURE GENI OPERATIONS SUPPORT NEEDS, 
CHALLENGES, IDEAS? 
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ü  Targeted Notifications
ü  Topology (for Emergency Stop and other needs)
ü  Circuits and Nodes in GMOC-DB
ü  Pro-active monitoring/alerting
ü  Disruptive Experiments Post-even review
ü  Post-event review for other OpenFlow specific 

operational issues
ü  Tracking outages at Regionals and other dynamic 

VLAN service providers (ION, AL2S)?
ü  Maintenance Freeze (Scale?)



THANK YOU 
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Contact Us
ü  gmoc@grnoc.iu.edu
ü  http://gmoc.grnoc.iu.edu
ü  317-274-7783
Subscribe to Ops Calendars (Web, iCal, RSS):
http://gmoc.grnoc.iu.edu/gmoc/index/support/gmoc-operations-
calendars.html  

   QUESTIONS ? 


