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I.   Major Accomplishments 


A.  Milestones Achieved
Recall that much of the initial proposal was redirected from fostering federated collaboration technologies (wikis, portals, ssh tools, etc) to engagement with the actual control framework work.  In that new context, the project was moderately successful. Notable achievements include working with the Cobham-Schwab group on architecture for next-generation security, influencing the control framework, working with related attribute-based access control efforts on a workshop.  Most importantly, an operational proof of concept with ORCA, using both federated identity and enterprise groups for access control. Overall, the project had consequence that may grow for the GENI project.


B.  Milestones not delivered

We had limited engagement with Planetlab, due to several problems and misaligned priorities.  Their use of SSH for identity and access management is deeply embedded in their current operational code. However, the Planetlab requirements for a “federated, provisioned and de-provisioned, and attribute controlled” SSH will be one of the use cases for some further work.

II.  Deliverables Made during project

Ultimately, three out of the four deliverables were provided, and the fourth, engagement with Planetlab, will begin under a separate but related Internet2 activity on gathering use cases for the federation and domestication. 

LEFA: S2.a Federation technologies within ORCA Delivered July 
LEFA: S2.b Demo at GEC 7 Delivered at GEC8
LEFA: S2.c Begin PlanetLab Engagement Beginning soon 
LEFA: S2.d White paper on the federation knot in GENI On wiki
III. Additional comments

There is the real prospect of cobbling together emerging infrastructure to address the identity management and access control requirements of GENI, and to do so without significantly altering the internals of existing GENI projects. That is a tractable effort, though the solution would not be elegant, and the “retrofit” components would require maintenance until all GENI projects converge more than they have.  But it is tractable, and the GPO might consider creating such a service.

There is a real concern about the ability of the GPO to instill a consistent approach to authentication and authorization among the various projects within GENI. There was a successful effort to introduce externalized authentication and attributes for access control as an additional option to the existing approaches, but it did not result in those with embedded authentication and authorization approaches to begin to migrate their code. There is little incentive for them to do so currently. 

Some catalytic efforts on the part of the GPO might begin to incent more convergence. For example, a GENI schema workshop could begin to identify the sets of the attributes necessary to operate within GENI and the sources of authority for them.  Similarly, evaluations of security risks and promotion of appropriate LOA technologies to meet those risks might help move things forward.

IV. Project participants 

Ken Klingenstein (Internet2), Principal Investigator: project direction, federation analysis, white paper development, participant in GENI CF discussions, liaison with Steve Schwab of Cobham and service as project liaison to the GPO. 

Steven Carmody (Brown University), Senior IT Architect at Brown University and Project Manager of Internet2's Shibboleth Project: focus on engagement with ORCA and Planetlab on technical issues. 

