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Fig 1: GENI WiMAX System
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Fig 2: Network Topology Designed for
Our Experiment

We are launching DoS attacks on WiIMAX by exploiting system
parameter settings. The purpose of our experiment is to find out how
WIMAX system parameter settings affect system vulnerability to DoS

attack.

We are currently doing our experiment using GENI WiMAX system.
We have set up our WiMAX network on ORBIT. We are coding for the

attackers.




Feedback

« Almost all the questions are answered promptly and immediately by the engineer
from ORBIT.

» The visible online schedular allows experimenters whose experiments clash to
coordinate with each other.

« ORBIT provides full access to the WiMAX subscriber stations, as well as transferred
data. With our WiMAX experiment, we need to program at a lower lever to program
subscribers as DoS attackers. It was almost impossible for us to conduct some
experiments, such as launching DoS attacks on the network, in our previous
collaboration with commercial telecommunication vendor.

» It would be even better if the experimenters are provided with more access to the
WiIMAX base station.

 OMF is a very useful tool, which allows experimenters to run their applications on
multiple nodes efficiently.

» As the only resource for OMF users, an adequate online tutorial would not only help
experimenters accelerate learning curve, but also avoid unnecessary detours.

* More ED fexample




