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Advantages
(1) Services don't have to maintain trust stores.
(2) Certificates’ management and revocation are performed in real time through the Handle System. That is, 

“Freedom from CRLs”.
(3) Proposed solution is integrated into SSL.
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If the GFC software is deployed at a cluster, then an
adapter between the cluster-level CH and the GFC

is not required.

Federation Participants

• ProtoGENI Clearinghouse (Pull)
• Million Node GENI (Push)
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CH

PlanetLab
CH

TIED
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Functionality

• Registration
• De-Registration
• Search
• Resolution
• Authentication
• Trust Evaluation
• Authorization

Interfaces

• REST Interface using HTTP(S) 
& XML

• Web Interface
• Python Client Interface

Registration Sequence

1. Authenticate (the client)
2. Evaluate Trust
3. Authorize
4. Validate (the input)
5. Store
6. Index
7. Assign Identifiers (handles)
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Repositories & Digital Objects

Logical External
Interface
Implementing the 
Digital Object 
Protocol, supports
interoperability
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Storage
Objects mapped 
into data-bases, 
files, other repos, 
or another storage 
system.

Agents
Browsers

Each 
Objectencapsulates
data and extensible
metadata, 
includingtypes, dates, 
permissions, and
otherattributes.
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A repository provides secure access and management for a set of digital objects. Digital
objects are  identified entities that can contain any kind of typed resources.

Custom Clients

Objects can move seamlessly among heterogeneous 
repositories given the common logical interface  

Proposed Security Model

Experiment Repository Usage Model

Experiment ID 1

Specification ID X

Source codeID Y

Logs & Results ID A

ExperimentR
elationship
Graph

Experiment ID 2

Specification ID X

Source codeID Y

Logs & Results ID B

ExperimentR
elationship
Graph

Regular User

Experimenter

Access
Layer

I need to know about 
Experiment with ID 1.

Subversion

Graph of 
Software 
Depen-
dencies

Graph of 
Related 
Documents

Tool

Logs

Source Code

Here are the
logs.

Here is 
the source code.

Graph of 
Related
Logs

Trac

File System/ 
Amazon S3

DO Repository

Repository
Infrastructure

Experiment related resources and their dependencies are logically packaged in Digital Objects, 
but physically are disparate and administered on their own. This approach provides a way to 

manage and share experiments easily bypassing the need to understand the heterogeneous 
environments in which those experiments are conducted.
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