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Introduction

e Goal:

— help define GENI security requirements based on
investigations through ProtoGENI experiments

e Approach:
— — Select functions of ProtoGENI control framework
— — Experiments on aggregates (EMULAB first)

e Experiment design, run, identify/ exploit/
validate potential vulnerabilities

e Delivered experiment design documents




Introduction

e This presentation only provides a partial

report conducted by the first three authors
(students);

e Other experiments:

— ExptsSec-milestone3-findings-b.pdf (it wi
posted on the project website)




Threats to Availability of Resources

e Distribution of resources

e Asmany as slices created by users requesting
few resourcesin each dlice

e Few dlices but requesting alarge number of
resources at atime

o Anaysisof Vulnerability of wildcard
allocation of resources through Rspecs.
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. Experiments

T" *Experiment A: creation of as many as possible slices to see
= resources outage
"“’ *Creation of slices and allocation of resources to slivers
B eInitial Emulab status : 33 free PCs
:;‘ 16 slices were created as a series of similar names like shailslicel, rr
shailslice2.... shailslice16, each with a request of 2 PCs , then to observe for i
17t slice
"“' *Could not create all 16 slices. 3 slices were aborted and only one free PC “
: was left after creation of 14t Slice.
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it eDeletion of slices and freed resources back
Slices were deleted backwards and Emulab site was changing its status of
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Mon May 3, 2:21 PM il shalini [&]

sshalini@ubuntu: ~/protogeni/test
File Edit View Terminal Help

pec.xml

Got my SA credential

No such slice registered here:Creating new slice called shailslicel®
New slice created

Creating the Sliver ...

Created the sliver

<rspec xmlns="http://protogeni.net/resources/rspec/e.1"> TJpIntnnﬂnulgst -
<node virtual id="genil® virtualization type="raw" exclusive="1" component urn=" lini@ubuntu: ~/protogeni/test
urn:publicid:IDN+emulab.net+node+pc298" component uuid="de9f2e23-773e-102b-8eb4-| |Help

001143e453fe" component manager urn="urn:publicid:IDN+emulab.net+authority+cm” c| |l ggggrs

omponent manager uuid="28al0955-aaf@-1ldd-adlf-001143e453fe" sliver uuid="de9f2e
23-773e-182b-8eb4-001143e453fe" hostname="pc298.emulab.net" sliver urn="urn:publ|_
icid:IDN+emulab.net+sliver+B8922"> 3

[te" component id="eth2"/>

- : e z . B lirtualization type="raw" exclusive="1" component urn="
<interface virtual_id="virte" component_id="eth4"/> ‘t+node+pc286" component uuid="dea®36b9-773e-102b-Beb4-

4/n0de>l i i i i i ) nager urn="urn:publicid:IDN+emulab.net+authority+cm" c
<node virtual_id="geni2" virtualization_type="raw" exclusive="1" component_urn="| |logss5 a3380-11dd-adlf-001143e453fe" sliver uuid="dead3e

urn:publicid:IDN+emulab.net+node+pc319" component uuid="de9f6el3-773e-102b-8eb4d-| |jg3fan hostname="pc286.emulab.net” sliver urn="urn:publ
001143e453fe" component manager urn="urn:publicid:IDN+emulab.net+authority+cm” c| || ggggus -

omponent manager uuid="28a10955-aaf@-1ldd-adlf-001143e453fe" sliver uuid="de9fee

13-773e-102b-8eb4-001143e453fe" hostname="pc319. v
icid:IDN+emulab.net+sliver+8923">
<interface virtual id="virte" component id="eth4"| File Edit View Terminal Help

</node> Must delete existing slice first: Could not create sliver [~]
<link virtual id="1ink@" sliver uuid="5e033802-56| sshalini@ubuntu:~/protogeni/test$ python createsliver.py -n shailslice9 shailrsp

4l ec2.xml

[t@" component id="eth4"/>

<interfacd <interface

" " Got my SA credential
3b458589
‘t+interfalt3§g?giizl No such slice registered here:Creating new slice called shailslice9

"00deb7102 60deb713f4 New slice created
<interfacqd </1ink> Creating the Sliver ...

"3bb56421 </ rspec> Created the sliver

<rspec xmlns="http://protogeni.net/resources/rspec/e.1">

<node virtual id="genil" virtualization type="raw" exclusive="1" component urnp="
urn:publicid: IDN+emulab.net+node+pc255" component uuid="dea®l8f7-773e-102b-8eb4-|_
801143e453fe" component manager urn="urn:publicid:IDN+emulab.net+authority+cm" c|
omponent manager uuid="28a10955-aa@@-11dd-adlf-001143e453fe" sliver uuid="dea®l8
T7-773e-102b-8eb4-001143e453fe" hostname="pc255.emulab.net" sliver urn="urn:publ
icid:IDN+emulab.net+sliver+8916">

<interface virtual id="virt®" component_id="eth2"/>

</node>

<node virtual id="geni2" virtualization type="raw" exclusive="1" component_urn="
urn:publicid:IDN+emulab.net+node+pc252" component uuid="de9f9c2e-773e-1602b-8eb4-
001143e453fe" component_manager urn="urn:publicid:IDN+emulab.net+authority+cm" c
omponent manager uuid="28a10955-aa@0-11dd-adlf-001143e453fe" sliver uuid="de9f9c
2e-773e-102b-8eb4-001143e453fe" hostname="pc252.emulab.net" sliver urn="urn:publ
icid:IDN+emulab.net+sliver+8917">

<interface virtual id="virte" component_id="eth2"/> [=]

sshalini@




-(_‘Applicatiuns Places System
shailrspec.xml (~) - gedit

File Edit View Search Tools Documents Help

% E y E| H Q @ sshalim@ubunti: ~/protogeni/test

New Open Save = Print.. | Undo FRedo File Edit View Terminal Help

. % shailrspecxml @ M2Crypto-8.20.2 protogeni Python-3.1.1

i g P | - sshalini@ubuntu:~$ sudo cp shailrspec.xml protogeni/test/shailrspec.xml
i|<rspec xmlns="http://protogeni.net/resources ssphatinigubuntu:~$ cd protogeni

<node virtual_id="genil” ) sshalini@ubuntu:~/protogeni$ cd tets

J|virtualization type="emulab-vnode bash: cd: tets: No such file or directory

a[exclusive="1"> o sshalini@ubuntu:~/protogeni$ 1s

f|<interface virtual id="virte"/= M2Crypto.egg-info test

8| </node> L sshalini@ubuntu:~/protogeni$ cd test

<node virtual id="geni2 sshalini@ubuntu:~/protogeni/test$ 1s

j|virtualization_type="emulab-vnode" binduser.py jailtun.rspec resolve.py

3|exclusive="1"> o bound-type. rspec linktest. rspec shailrspec.xml
f|<interface virtual id="virte"/> createsliver.py list-ch.py showcredential.py
g | </node> o delegate.py listcomponents.py shutdownslice.py
<link virtual _id="linke"> o deleteslice.py listusage.py slice.py
j|<interface_ref virtual interface_id="virt@"|getetesliver.py loctuntest. rspec sliveraction.py
d[virtual_node_id="genil"/> o discover.py lookupuser.py sliverstatus.py
c;nterface_ref vlrtugl_lnterface_ld:“u1rt@“ futest. rspec map. py spp-lan. rspec
j|virtual node id="geni2"/> getcredential.py protogeni-tests.tar.gz spp-link.rspec
</link> getslicecredential.py redeemticket.py test-common. py
j|</rspec> getticket.py registerslice.py tuntest.py
getversion.py releaseticket.py unregisterslice.py
jaillink. rspec renewsliver.py updatesliver.py
jailtest.rspec resolve-ch.py waitforsliver.py
sshalini@ubuntu:~/protogeni/test$ |




'shail01' Logged in.
Mon May 03 3:36pm MDT

sshalini@ubuntu
pec2.xml

Got my SA credential

Mo such slice registered here:Creating new slice called shailslicelé
New slice created

Creating the Sliver

Could not map to resources: Could not create sliver
sshalini@ubuntu:

:~/protogeni/test$ python createsliver.py -n shailslicelé shailrs

id="ethe" />

fype="raw" exc
component _uuid

~/protogeni/test$ []

ubuntu: ~/protogeni/test
File Edit View Terminal Help

-773e-102b-8eb4-001143e453Te" hostname="pc2.emulab.net" sliver urn="urn:publicid
:IDN+emulab.net+sliver+8942"=>
<interface virtual id="virt@" component id="ethe"/=
</node>
<link virtual id="1linke" sliver uuid="a7ea®362-56Tb-11df-ad83-801143e453fe" sliv
er_urn="urn:publicid:IDN+emulab.net+sliver+8943">
<interface ref virtual interface id="virt®" virtual node id="genil" sliver uuid=
"aBal5152-56Tb-11df-ad83-001143e453fe" component_urn="urn:publicid:IDN+emulab.ne
t+interface+pc306:eth4” sliver urn="urn:publicid:IDN+emulab.net+sliver+8944" MAC
="0P0423b7126a" IP="18.10.1.1"/>
<interface ref virtual interface id="virt®" virtual node id="geni2" sliver uuid=
"a9152728-56Tb-11df-ad83-801143e453fe" component urn="urn:publicid:IDN+emulab.ne
t+interface+pc2:ethe" sliver urn="urn:publicid:IDN+emulab.net+sliver+8945" MAC="
80deb713f28e" IP="18.10.1.2"/>

</link=>

</rspec=

sshalini@ubuntu:~/protogeni/test$ python createsliver.py -n shailslicel5 shailrs
pec2.xml

Got my SA credential

No such slice registered here:Creating new slice called shailslicel5

New slice created

Creating the Sliver ...

Could not map to resources: Could not create sliver

AT

publicid:IDN+




File Edit View Terminal Help

Got my SA credential. Looking for slice
Found the slice, asking for a credential
Got the slice credential
Deleting the slice
Slice has been deleted.
& sshalini@ubuntu:~/protogeni/test$ python deleteslice.py -n shailslicell
Got my SA credential. Looking for slice E}
ound the slice, asking for a credential
Got the slice credential
Deleting the slice
# No such slice here: Could not delete slice
shalini@ubuntu:~/protogeni/test$ python deleteslice.py -n shailslicel®
ot my SA credential. Looking for slice
Found the slice, asking for a credential
Got the slice credential
Deleting the slice
Slice has been deleted.
i sshalini@ubuntu:~/protogeni/test$ python deleteslice.py -n shailslice9
Got my SA credential. Looking for slice
Found the slice, asking for a credential
Got the slice credential
Deleting the slice
lice has been deleted.
sshalini@ubuntu:~/protogeni/tests [

'shaild1’ Logged in.
Mon May 03 3:36pm MOT
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;. resources in single Rspecs to see resources outage :

"“’ *Creation of 5 stress slices and allocation of resources to slivers
: eStressrspec.xml was created to request 6 PCs and 3 links
;‘ Stressrspec2.xml was created to request 14 PCs and 7 links "r
*Could not create all 5 slices. Stressslice3 was aborted. After 4t slice, free “
o= PCs were 7 and slice 5 was requesting 14 PCs, so could not allocate the o
T" resources.
&« Deletion of slices and freed resources back
:; Slices were deleted backwards and Emulab site was changing its status of ,.’

free PCs with each slice’s deletion.
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'shaild1’ Logged in.
Mon May 03 3:36pm MDT

File Edit View Terminal Help

sshalini@ubuntu:~% cd protogeni
sshalini@ubuntu:~/protogeni$ cd test
sshalini@ubuntu:~/protogeni/test$ sudo vim stressrspec2.xml
# sshalini@ubuntu:~/protogeni/test$ python createsliver.py -n stresssliver4 stress
i rspec2. xml
= 5ot my SA credential
& No such slice registered here:Creating new slice called stresssliverd

[ENew slice created
B Creating the Sliver
Created the sliver
<rspec xmlns="http://protogeni.net/resources/rspec/0.1">
= <node virtual id="genil" virtualization type="raw" exclusive="1" component urn="
gurn:publicid:IDN+emulab.net+node+pc356" component uuid="de9f66al-773e-102b-8eb4-
% 001143e453fe" component manager urn="urn:publicid:IDN+emulab.net+authority+cm" ¢
omponent manager uuid="28al6955-aa@0-11dd-adlf-6801143e453fe" sliver uuid="de9f66
#ial-773e-102b-8eb4-001143e453Te" hostname="pc3560.emulab.net” sliver urn="urn:publ
% icid:IDN+emulab.net+sliver+8995">
f<interface virtual id="virt@" component_id="eth4"/>
=/node=
<node virtual id="geni2" virtualization type="raw" exclusive="1" component urn="
urn:publicid:IDN+emulab.net+node+pc366" component uuid="de9dbflc-773e-162b-8eb4-
801143e453fe" component manager urn="urn:publicid:IDN+emulab.net+authority+cm" c
;omponent manager uuid="28al0955-aaf0-11dd-adlf-001143e453fe" sliver uuid="de%dbf
i 1c-773e-102b-8eb4-001143e453fe" hostname="pc306.emulab.net" sliver urn="urn:publ[y]




sshalini@ubuntu: =/protogeni/test

File Edit View Terminal Help

er_urn="urn:publicid:IDN+emulab.net+sliver+8975">

<interface ref virtual interface id="virt2" virtual node id="geni5" sliver uuid=
"3160aeel-5705-11df-ad83-001143e453fe" component_ urn="urn:publicid: IDN+emulab.ne
i t+interface+pc57:eth3” sllver_urn:"urn.pub11c1d.IDH+emu1ab.net+511uer+89?ﬁ“ MAC=
"@8e2b365c1d7" IP="16.160.3.1"/>

<interface ref virtual interface id="virt2" virtual node id="genif" sliver uuid=
"31cf8c8c-5705-11df-ad83-001143e453fe" component urn="urn:publicid: IDN+emulab.ne
t+interface+pc65:eth3" sliver urn="urn:publicid:IDN+emulab.net+sliver+8377" MAC=
"0e02b33f74fd" IP="16.10.3.2"/>

W </ link>

</rspec=

sshalini@ubuntu:~/protogeni/test$ python deleteslice.py -n stressslice2

Got my SA credential. Looking for slice

Found the slice, asking for a credential

g 60t the slice credential

Deleting the slice

Slice has been deleted.

sshalini@ubuntu:~/protogeni/test$ python deleteslice.py -n stressslicel

Got my SA credential. Looking for slice

Found the slice, asking for a credential

Got the slice credential

Deleting the slice

i Slice has been deleted.

sshallnl@ubuntu ~fprntngen1ftest$




sshHalin@ubunta: ~fprdtl::geniftest
File Edit View Terminal Help

sshalini@ubuntu:~/protogeni/test$ 1s
A jailtun.rspec shailrspec2.xml
linktest.rspec shailrspec.xml
list-ch.py showcredential. py
listcomponents.py shutdownslice.py
dcreatesliver.py listusage.py slice.py
delegate.py loctuntest. rspec sliveraction.py
#deleteslice.py lookupuser.py sliverstatus.py
deletesliver.py map.py spp-lan.rspec
diewitherror.c pctype.xml spp-link. rspec
discover.py protogeni-tests.tar.gz stressrspec2.xml
fwtest.rspec redeemticket.py stressrspec.xml
getcredential.py registerslice.py test-common.py
getslicecredential.py releaseticket.py tuntest.py
4gett1cket Py renewsliver.py unregisterslice.py
resolve-ch.py updatesliver.py
resolvename.c waitforsliver.py
resolve.py
jailtest.rspec server.c
sshalini@ubuntu:~/protogeni/test$ python getversion.py

Msshalini@ubuntu:~/protogeni/test$ python getticket.py -n mytestslice stressrspec
2 . xml

Got my SA credential, looking up mytestslice

dNo such slice registered here:Creating new slice called mytestslice

MNew slice created

wAsking for a ticket from the local CM

Got the ticket, doing a update on it.

<?xml version="1.8" encoding="UTF-8" standalone="no"?>

'<51gned credential xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance” xsi:noN

sshalm ﬁuhuntw '~prDthE.ﬁlftE5t

File Edit View Terminal Help

dHBz0i8vd3d3LmVtdWxhYiSuZX0vcHIvdGInZWSpL3htbHIwWYy9jbTANBgkghkiG
9wOBAQOFAADBgOB6h722z0Q4 j fzPVMNDUhLIbRD8RHE0VgpyyS93jUgqriwkgnkNKGje
p0391+68Y43BSipxgY4kROUhiEIBI réyoB/cSs9IMCLV3I0pPNwIfjt0y3q59VUCS
soheZ/zG4HTKkMVNY3/3KwEp L9LbKWX05kFk1 jWLHoN+EBNWFWgS rRNFbU

</target gid=

<yuid=3a34babb-5b7a-11df-ad83-801143e453fe</uuid=
<expires=2010-05-89T14:55:36</expires>

=ticket=

<can_delegate=l</can delegate=>

<redeem befnre>2&1ﬁ ES EBT14 55 BEﬂﬁredeem befnrer .




wisshalini@ubuntu:~/protogeni/test$ python redeemticket.py -n mytestslice 3688060
Got my SA credential

"ticket urn': ‘'urn:publicid:I

dAsking for the ticket
Got the ticket

it i V= gt g 1B T (OLUR i B ¥ = poa e LR B (L LR it B ¥ = e e TR BT (L LR it B 1 = e ik T E BT A P0L

sshahnwﬁuhuntu ~/protogem/test
File Edit View Temminal Help

sshalini@ubuntu:~$ cd protogeni
sshalini@ubuntu:~/protogeni$ cd test
sshalini@ubuntu:~/protogeni/test$ python sliverstatus.py -n mytestslice
Got my SA credential. Looking for slice
Found the slice, asking for a credential
Got the slice credential, asking for a sliver credential
Got the sliver credential, asking for sliver status

4 {'status': 'ready', 'state': 'started', 'details': {'urn:publicid:IDN+emulab.net
+sliver+9435': {'status': 'ready', 'state': 'started', 'component urn': 'urn:pub
licid:IDN+emulab.net+node+pcl44’', 'error': ''}, 'urn:publicid:IDN+emulab.net+sli
ver+9436': {'status': 'ready', 'state': 'started', 'component urn': 'urn:publici &
d:IDN+emulab.net+node+pcl54', 'error': ''}}}
sshalini@ubuntu:~/protogeni/tests |

sshalini@ubuntu:~/protogeni/test$ python sliverstatus.py -n mytestslice
#Got my SA credential. Looking for slice ...

Found the slice, asking for a credential ...

Not your slice!: Could not get Slice credential
sshalini@ubuntu:~/protogeni/tests




Sliver creatlon requestmg specuflc type

.

Of resources File Edit View Terminal Help

sshalini@ubuntu:~%$ cd protogeni
sshalini@ubuntu:~/protogeni$ cd test
sshalini@ubuntu:~/protogeni/test$ sudo vim boundtype.xml

[sudo] password for sshalini:
sshalini@ubuntu:~/protogeni/test$ python createsliver.py -n specificpc® boundtyp
e.xml

Got my SA credential

Mo such slice registered here:Creating new slice called specificpc®
New slice created

Creating the Sliver ...

Could not map to resources: Could not create sliver
sshalini@ubuntu:~/protogeni/test$

boundtype.xml ( with 1 PC of pc2000 type and 1 PC of pc2400w type)

<rspec xmlns="http://www.protogeni.net/resources/rspec/0.1"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.protogeni.net/resources/rspec/0.1
http://www.protogeni.net/resources/rspec/0.1/request.xsd" type="request">
<node virtual_id="my-nodel" virtualization_type="emulab-vnhode"
exclusive="1">
<node_type type_name="pc2000" type_slots="1"/>
<interface virtual_id="control"/>
</node>
<node virtual_id="my-node2" virtualization_type="emulab-vnhode"
exclusive="1">
<node_type type _name="pc2400w" type_slots="1"/>
<interface virtual_id="control"/>
</node>

</rspec>




File Edit View Terminal Help

sshalini@ubuntu:~/protogeni/test$ python createsliver.py -n specificpc boundtypl~|
e.xml
Got my SA credential
No such slice registered here:Creating new slice called specificpc
New slice created
Creating the Sliver ...
Created the sliver
<rspec xmlns="http://www.protogeni.net/resources/rspec/8.1" xmlns:xsi="http://ww
W.w3.0rg/2801/XMLSchema-instance” xsi:schemalocation="http://www.protogeni.net/r
esources/rspec/8.1 http://www.protogeni.net/resources/rspec/8.1/request.xsd” typ
e="request">

<node virtual id="my-nodel” virtualization type="raw" exclusive="1" component
urn="urn:publicid: IDN+emulab.net+node+pc38" component uuid="de978c7c-773e-102b-8
eb4-001143e453fe" component manager urn="urn:publicid:IDN+emulab.net+authority+c
m" component manager uuid="28al6955-aa0@-1ldd-adlf-001143e453fe" sliver uuid="de|_
978c7c-773e-102b-8eb4-001143e453fe" hostname="pc38.emulab.net” sliver urn="urn:p|
ublicid: IDN+emulab.net+sliver+9432">

<node type type name="pc6@8" type slots="1"/>

boundtype.xml ( with both PCs of pc600 type)

s <rspec xmlIns="http://www.protogeni.net/resources/rspec/0.1"

1 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.protogeni.net/resources/rspec/0.1
http://www.protogeni.net/resources/rspec/0.1/request.xsd" type="request">

t=f <node virtual_id="my-nodel" virtualization_type="emulab-vnode"
=% exclusive="1">
<node_type type_name="pc600" type_slots="1"/>
<interface virtual_id="control"/>
</node>
<node virtual_id="my-node2" virtualization_type="emulab-vnode"
exclusive="1">
<node_type type_name="pc600" type_slots="1"/>
<interface virtual_id="control"/>
</node>

</rspec>




Port Scanning

e Port scanning is a common method used by
attackers to find out which ports are open and
can be attacked.

e This experiment deals with scanning the
ProtoGENI nodes both from outside ProtoGENI ie
from our desktop and from within the nodes to
check for open ports.

e LT
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e First we scan the nodes from outside protoGENI
i.e., from our desktop and check which ports are
open in protoGENI that can be attacked.

e then, we login to the nodes and scan the node
itself and the other node that we requested and
check for the same thing.




Scanning for nodes from Outside
ProtoGENI

e First we need to install a port scanner that can
scan the nodes. In my experiment | used the
NMap scanner.

e Scan the two nodes, i.e., genil and geni2 using
their addresses.




Genil scanned by NMap scanner

- enmap — O]

Scan Tools Profile Help

Target: Ipc?’z,emulab,net ‘ ~ | Profile: Ilntense scan | ~ | |5can| |-|— |

Command: [nmap -T4 -A -v -PE -PS22,25,80 -PAZ21,23,80,3389 pc72.emulab.net l

‘ Hosts ” Services ‘ Nmap Output | Ports [ Hosts |Tupu|ugy | Host Details | 5can5|
nmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389... ¢ | | Details |

Host pc72.emulab.net (155.98.36.72) is up (©.863s [~]
latency) .

B pc72.emulab.ne | Interesting ports on pc72.emulab.net (155.98.36.72):
Not shown: 993 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 3.5pl (protocol
1.99)

| ssi¥l: Server supports SSHvl

| ssh-hostkey: 1824
2f:b4:57:5a:bd:bf:5b:df:08f:72:e3:49:02:el:ff:68
(RSAL)

| 1e24a
5C:70:45:86:41:f0:83:09:56:d9:97:a3:c4:cl:3f:81 (DsSA)
| 1024
6d:1d:76:53:85:25:99:39:e2:89%9:ca:bb:99:e3:d3:b9 (RSA)
88/tcp closed http

443/tcp «closed https

1723/tcp closed pptp

3389/tcp closed ms-term-serv

8008/tcp closed http

8080/tcp closed http-proxy

os Host

B pc62.emulab.ne

Read data files from: susr/share/nmap

Service detection performed. Please report any
incorrect results at http://nmap.org/submit/

Nmap done: 1 IP address (1 host up)} scanned in 7.46
seconds




Geni2 scanned in Nmap scanner

o Enmdap = L=

Scan Tools Profile Help

Target: Ipcﬁz,emulab,net |v| Profile: llntense scan |v| |Scan| |-:I.

Command: Inmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389 pc62.emulab.net

| Hosts || Services | NmapOutput|Portsansts|Topnlngy|HnstDetailslScans|

‘ nmap -T4 -A -v -PE -P522,25,80 -PA21,23,80,3389... T ‘ ‘ Details‘

Host pc62.emulab.net (155.98.36.62) is up (0.064s [~
latency).

Interesting ports on pc62.emulab.net (155.98.36.62):
Not shown: 993 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 3.5pl (protocol
1.99)

| _ sshvl: Server supports SSHvl

| ssh-hostkey: 1824
2f:b4:57:5a:bd:bf:5b:df:0f:72:23:49:02:e1:f7:68
(RSA1)

| 1824
5C:70:45:86:41:f0:533:09:56:d9:97:a3:c4:c1:3f: 01 (DSA)
| 1lez24
ﬁd:ld:?6:53:65:25:99:39:82:89:eh:bﬂ:ﬁﬁ:eB:dB:bB (RSA)
88/tcp closed http

443/tcp closed https

1723/tcp closed pptp

3389/tcp closed ms-term-serv

8008/tcp closed http

8088/tcp closed http-proxy

o5 Host

& pc62.emulab.ne

Read data files from: /usr/share/nmap

Service detection performed. Please report any
incorrect results at http://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 7.
seconds




ProtoGENI

* In this part of the experiment, we login to the
node and scan itself and other nodes

e First we use the nodel ie Genil to scan itself and
to scan the other node ie Geni?2.




enil scanning itself

File Edit View Terminal Help

[root@genil snehal# nmap -A localhost
nmap: unrecognized option "~ -A"
Nmap V. 3.0 Usage: nmap [Scan Type(s)] [Options] <host or net
Some Common Scan Types ('*' options reguire root privileges)
* -55 TCP SYN stealth port scan (default if privileged (root))
-5T TCP connect() port scan (default for unprivileged users)
* -sU UDP port scan
-sP ping scan (Find any reachable machines)
# -sF,-sX,-sN Stealth FIN, Xmas, or Null scan (experts only)
-sR/-1I RPC/Identd scan (use with other scan types)
Some Common Options (none are reguired, most can be combined):
*# -D Use TCP/IP fingerprinting to guess remote operating system
-p <range> ports to scan. Example range: "1-1824,1686,6666,31337"'
-F Only scans ports listed in nmap-serwvices
-v Verbose. Its use is recommended. Use twice for greater effect.
-P® Don't ping hosts (needed to scan www.microsoft.com and others}
* -Ddecoy hostl,decoy2[,...] Hide scan using many decoys
-T <Paranoid|Sneaky|Polite|Normal|Aggressive|Insane> General timing policy
-n/-R Never do DNS resolution/Always resolve [default: sometimes resolwve]
-oN/-0X/-0G <logfile> Output normal/XML/grepable scan logs to <logfile=>
-iL <inputfile= Get targets from file; Use '-' Tor stdin
* -5 <your IP>/-e <devicename> Specify source address or network interface
--interactive Go into interactive mode (then press h for help)
Example: nmap -v -55 -0 www.my.com 192.168.60.8/16 "192_88-98._*_ *°*
SEE THE MAN PAGE FOR MANY MORE OPTIONS, DESCRIPTIONS, AND EXAMPLES
[root@genil sneha]# nmap -sS5 localhost

Starting nmap V. 3.80 ( www.insecure.org/nmap/ }

Interesting ports on localhost (127.8.8.1):

(The 1597 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh

25/tcp open smtp

111/tcp open sunrpc

32776/tcp open sometimes-rpc3

Nmap run completed -- 1 IP address (1 host up) scanned in 3 seconds
[root@genil snehal# exit

[sneha@genil ~]% logout

Connection to pc72.emulab.net closed.

anil@anil:~%




File Edit View Terminal Help

anil@nil:~% ssh -C sneha@pc72.emulab.net
[sneha@genil ~]% sudo /bin/bash
[root@genil snehal# nmap -sS pc62.emulab.net

Starting nmap V. 3.00 ( www.lnsecure.org/nmap/ }
Interesting ports on pcé62.emulab.net (155.98.36.62):

(The 1599 poris scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh
111/tcp open sunrpc

Nmap run completed -- 1 IP address (1 host up) scanned in 5 seconds
[root@genil snehal#
[root@genil snehal#
[root@genil snehal#
[root@genil snehal#

[T =P N S




File Edit View Termminal Help

[root@genil snehal#

[root@genil snehal#

[root@genil snehal#

[root@genil snehal#

[root@genil snehal#

[root@genil snehal# exit

[sneha@genil ~]% logout

Connection to pc72.emulab.net closed.

anil@anil:~% ssh -C sneha@pcE2.emulab.net

The authenticity of host 'pce2.emulab.net (155.98.36.62)"' can't be established.
RSA key fingerprint is 6d:1d:76:53:85:25:99:3%9:22:8%:ea:b0:9%:23:d3:b9.

Are you sure you want to continue connecting (yes/no}? yes

Warning: Permanently added 'pc62.emulab.net,155.98.36.62" (RSA) to the list of known
hosts.

[sneha@geni?2 ~]% sudo /sbin/bash

[root@geni2 snehal# nmap -s5 localhost

Starting nmap V. 3.88 ( www.insecure.org/nmap/ )}

Interesting ports on localhost (127.©.8.1):

(The 1597 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh

25/tcp open smtp

111/tcp open sunrpc

32778/tcp open sometimes-rpc3

Nmap run completed -- 1 IP address (1 host up) 5cannedt}n 2 seconds
[root@geni2 snehal# exit

[sneha@geni2 ~]% logout

Connection to pc62.emulab.net closed.




Geni2 scanning Genil

anil@anil:~$ ssh -C sneha@pc62.emulab.net
[sneha@geni2 ~]%$ sudo /bin/bash
[root@geni2 snehal# nmap -sS pc72.emulab.net

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )

Interesting ports on pc72.emulab.net (155.98.36.72):

(The 1599 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh

111/tcp open sunrpc

Nmap run completed -- 1 IP address (1 host up) scanned in 5 seconds
[root@geni2 sneha]#




Scan Result

* From the experiments conducted , it was seen
that port 22 which is ssh port is open




1.Create SSL
Certificate From
Emulab Webpage

hree Level Attack S

e Attack the ProtoGENI from oo
both inside the nodes and
outside nodes.

e Three levels on ProtoGENI,
which are based on the

procedure of interacting with -
ProtoGENI e ser

5. Create SSH pair keys
and upload pub key to
Emulab Webpage and

Login the Nodes, do the

Experiments
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lﬂmme,nhackerj&sl

Enujrpted..pem password

encrypted.pem (~/.ssl)
File Edit View Search Tools Documents Hell ® = .
T ik ' z =
Le (agOpen v~ [iSave | (s AL encrypted.pem

| fhome/hacker/.ssl

' encryptedpem % | | password %

password (~/.ssl) - gedit -_
BEGIN RSA PRIVATE KEY )
File Edit View Search Tools Documents Hel
Proc-Type: 4,ENCRYPTED 2

DEK-Info: DES-EDE3-CBC,DD57CB2C9289965C & LOpen v [lisave jml Undo

ks00a81tCY00fn2CIfiWc15bkeZo6aVyYZIXAhxuVgSHmE _ encrypted.pem 3 | password ¥
dZke/nfEKUTPYSs 7IcH+v4ZENY4SsMw2MNw2310P+Z0AM: classexpt

ap+mwGlkBaeo257x96x072723A1+x3CuQ/oeplyY16]s.
Wo3yrAH4u+VBx+Hteuemdj /pzSF69+6WoSLZLUCviiLldl

Figure 5. Setup the Stolen
Passphrase

e Figure 4. Setup the
Stolen SSL




First Level Attack

<link component manager uuid="urn:publicid:IDN+emulab.i
t name="link-pcl8:ath@-airswitch:air" component uuid="
t+link+link-pcl8%3Aathe-airswitch%3Aair" >
<interface ref component_node wuid="urn:publicid:IDN
ponent_interface id="urn:publicid:IDN+emulab.net+inter
<interface ref component node uuid="urn:publicid:IDN
" component interface id="urn:publicid:IDN+emulab.net+
<bandwidth>54886</bandwidth>
<latency=8</latency>
<packet loss>B</packet loss>
<link_type type name="86211g" />
<link_ type type name="86211b" />
<link_type type name="88211a" />
<flink>

=/rspec>

hacker@kofawp-desktop:~/ProtoGENIS [
@ | @ [hacker@kofawp-desk... | . [hacker - File Browser] |

Figure 6.Hacker Successfully Ran
Discovery




;. 4
e St ﬁ".__yr....”m.qm ::

B e e R i

R et A e i

R et e e e e

um.ﬂ......mq.m. |M...1._. ﬁum.ﬂu.ﬂ”mu |n...._..|.._.r um_...ﬂ.-r.."_...-. 13T e i

rn..r.."_...-. [3 pyd==its

o2

fwm.

s
HEL
e
aE
iy AR
..n_r..m. m“.m.w
*q.mw 1% FT.
i Ly T
nM..y...-. % s -m.
e g 3
i = s
s i ) =
fEh O mmw
- L ) - '
i 3, 121
571 + e
i = 153
ovE e
i A o i
: .f.w- = m.m.w
S, wn iy
i a i
i -
st a Q Im-
ot = _. .m.
ST © 3
- =F v [Fhd4
] +-) 5 E
i — L .mw
ww g s
flis A = h
22 = e
= A 2%
it — . e
mﬁ e - T,
> ; i
B o0 W
g ° i
= He
P e Wc m....”.,
J .._...an o p— “um.w.
T e
£ + e
- =F [Fhd4
ey S m......
faad m m.mu
.........1 i ¥
iELE ® i
B m.m._,
T HEr TS
LI Y wu._.muw
iy o — rae
o — e
g 1 ()] w = F
*u.x_ww. . g oo W m ~x | 23
L 55r ‘ 5 S5 S 2 > 838 538 m.
et [0] = — Z* g = c
A Ty w 6.Z22 mEme.m b= & Do g mmm M_w
T 22 o h3SH T, ~ 0535 %3 rs3 o™ i
A NWEoc > ,mﬁnuvwvm w23 g q o9 £5 (0] i1
. O S0 /_etﬁ pmbhm &.I 0 = S
- 20 ® % 2N o'E T e Q 2 =7,
(] Q o o N o [0} ;
A 2N = , 4
() AR
ik
e
e




Second Level Attack

= e =S =

ition; Ifhnm e/hacker/ProtoGENI

T # e <rape
e {:E: # amlns
| # GEM usl:s
| # Cox |htto:

myrspec.xml S
- anynode.rspdiinduser.py bound-type.

# Ju <rspe #! fu
# <nid #

# GEN # GEN
# Con | |# Con

discover.py fwtest.rspec getcredenti

<[5pe
=<l

hack'er-key.pub jaillink.rspec jailfesl.rs

e Figure 9. Stolen
myrspec.xml




Step € Steal |

Rspec XML

A

Step 7 Create
Fake Sliver

Compromise the Rea
User on Sliver?

YES
\ 4

Step8 Third
Level Attack

Second Level Attack

e Figure 9. Hacker Created A

R

R

Sliver

R

R

R

R




Second Level Attack

P

NC

Step € Steal

Rspec XML

Step 7 Create

Fake Sliver

Compromise the Rea
User on Sliver?

YES

Step8 Third
Level Attack

e Figure 10. User Created Sliver After Been

Hacked




Third Level Attack

fhomefhacker/.ssh

t

== BE===
protogeni-key protogeni-key.pub id_rsa.pub

e Figure 11. Stolen SSH K




Step8. Steal |

the SSH

Third Level Attack

v

Step9. Hacker
Login Nodes

compromise the Rea
User on Nodes?

YES
h 4

Stepl10. Done

* Figure 12. User Login




Third Level Attack

j Applications Places System e@ = & ol Sun May 9, 11:13 PM () hacker
r hacker@kofawp-desktop: ~/ProtoGENI BB

File Edit View Terminal Tabs Help
hacker@kofawp-desktop: ~/ProtoGENI # |hacker@kofawp-desktop: ~/ProtoGENI i

o [igao - File Br... || & hacker@kofa... [jgao - File Br... || [.[; ProtoGENI -Fi... [.ssh - File Br... 4 [Emulab.Net -... [Unlock privat... | [d Save Screens... |[B)

-|gure13. Hacker Can Not Login




Readme (~/Desktop) - ge
File Edit View Search Tools Documents Help

6 laopen v Hisve @ umo o B QG

_|Torjan 3 | shellbind 3 - fip2ftp % | Readme #'
1. Torjan:

(1) Make a directory .gnome-system
(2) startup the Gnome-system script, so that the victim's malware starts

2. shellbind:

Nothing but netcat command that bind a shell of the victim's shell to the port 5555
3. ftpz2fip:

Send victim's IP address and username to Hacker's ftp server.




Three Level attack summary

e Credentials are possibly Stolen by hackers insert
Trojan Horse into the victim’s machine

e 3-Level Attack is proposed and tested

o Attack ProtoGENI is applicable, but takes too
much effort, mainly because the unreliability of
ProtoGENI itself right now.
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Other Experiments

e Please see

— ExptsSec-milestone3-findings-b.pdf (it will be posted on the project
website)




